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“If your organization lost its

computer storage technology 

tomorrow, would your 

organization’s legacy be a blank 

page? Or could a mechanically 

inclined person with a light and 

a lens still retrieve your 

truth?”
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• 1. Determine how digital data is physically stored on the media(e.g. magnetic 
particles, chemical arrangements, etc.). Sophisticated, potentially expensive forensic 
equipment needed to determine physical storage technique. Lots of brain power 
needed.

• 2. Determine the structure of the physical data on the media (e.g. multiple tracks, 
multiple optical layers, etc). Sophisticated, likely very expensive equipment needed 
due to the highly likely need for things such as electron microscopy, etc.  Lots of 
brain power needed.

• 3. Create a physical device capable of properly reading the physically stored digital 
data and moving it to a storage medium which is currently understood.

Likely a long term, expensive project unless old devices exist and can be refurbished 
and made to work with up to date technologies.  Lots of brain power needed.
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To read unknown digital data on an
obsolete storage device:



• 4. Examine the stored data and determine the data encoding scheme (e.g. ASCII, 
EBCDIC, IEEE floating point, etc.). No new equipment needed.  
Lots of brain power needed.

• 5. Determine the file format of the data. No new equipment needed.  
Lots of brain power needed.

• 6. Create software or hardware to read the file format of the data & store it. New 
s/w and sometimes hardware needed.  Lots of brain power needed.

• 7. Translate data to usable information. No equipment needed. 
Little brain power needed.

• 8. Done
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To read unknown digital data on an
obsolete storage device:
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To read unknown humanly visible written or 
physically inscribed data on a medium:

• 1. Ingest data via human visual system. No equipment needed

• 2. Determine data representation (e.g. logographic, syllabary, segmental, or 
alphabetic). No equipment needed. 
Lots of brain power needed.

• 3. Translate data to usable information. No equipment needed. 
Lots of brain power needed.

• 4. Done
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Self-Desc ibin1g Media: T e 
leader c10 ta· _s ·nstructions, 
encodin1g schemes, an sour·ce 
code v1s1b e to the na1ked ey1e. 

Ba1C!kw •• rd C101mpat·bi1·ty: 
Guar1a 1eed force turi·es. 
A Gel erat. 10n 1 o re.ader ca 
read G1eneration 1 tape beca se1 

it's j ·s·t ·magi -g .. 

The Mic Dro
1
p: Even ·t c'iv·i iza 110n 

lose:s al'I com uter technology, 
a • e1c an'ically inclined person1 
could build .a device .10 re r·eve 
t 1s da·ta1. 
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Sim'ilar t10 Fi m Th1e P oven A chival Med'ia 

■, DOTS is simple to interpret 

,., Reading is non-complex: requ-ired only light and a lens. 

,.I A human can interpret the information (with magnification). 

• Extremely robust and long lived (Carnegie Mellon testing 
concludes 200-2,000 year viability). 

Ill 

Actual ·ooTS Media Reel 

lmprov·e,s Upon Film's Downsides 

• Density: One 12'' reel of 35mm wide DOTS stores 37 TB. It takes 
120 reels of film (a 12-foot stack) to store just 8 TB. 

• Storage: DOTS is stable from -9° to 66° C at any humidity. Film 
requires stringent environmental controls. 

• Availability: DOTS uses readily available PVD manufacturing 
techniques, avoiding the risk of photosensitive film emulsion 
becoming unavailable. 
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Represer}tatron of 181 . Plane lm,a.g1e written to DOTS tape at sca1e· viewed willh pola,rized ll~ght 

(ill!' 
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https://vimeo.com/group47/bit-plane-image-preservation-2024
https://vimeo.com/group47/bit-plane-image-preservation-2024
https://vimeo.com/group47/bit-plane-image-preservation-2024
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Spent $218 Million
(in today’s dollars)

in original R&D.

Contract completed to
build prototype and
prove technology.

Accelerated life testing
confirmed viability for
200 to 2,000 years.

This is not theoretical.
The technology is finished. 



DOTS What is it?

11

Low resolution example of data on ½” tape

DOTS, Digital Optical Technology System, is a method of 
representing data visually on a metal alloy

Data is written with a laser at 1 GByte/second

Data is read with a camera at equal or faster speeds.

When read under polarized light, the metal alloy becomes 
dark with the written data contrasting sharply with the background
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DOTS is a phase change media composed of a patented metallic alloy sputtered on an 
archival polyester base (e.g.: Aramid, Mylar , Estar )

Group 47’s new design was proven in a contract with the CIA

Components for DOTS recorder/readers employ off-the-shelf imaging and laser 
technologies

Standard manufacturing techniques are used to create DOTS tape

Which means…

DOTS What is it?
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DOTS uses the same techniques to create the
metal alloy tape as is used to preserve food.

13

--_--=.;-
-

--
-

-

-- - -- - -

-



14

DOTS can ensure the 21st Century isn’t a blank page.
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